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1 General 

1.1 Background and reason 
The AICPA Assurance Services Executive Committee (ASEC) has developed a set of principles and 
criteria (Trust Services Principles and Criteria, in short TSP) for assessing control measures in the 
areas of Security, Availability, Integrity of system processes, Confidentiality and Privacy. 
 
These principles allow the design, existence and operation of the service organization's system to be 
assessed. This system consists of five components: infrastructure, software, people, processes and 
data. This system is intended to achieve certain business goals (such as providing services or the 
production of goods) and is designed in accordance with requirements defined by management. 
 
Each principle has a set of criteria, intended to assess the effectiveness of the control measures 
insofar as these are relevant for the applicable areas. 
 
Customer requested an assessment on the areas: Security and Availability. 

1.2 Purpose 
This report provides an assurance statement (see chapter 3) about Security and Availability, as set 
out in the guide “SOC 2® Reporting on an Examination of Controls at a Service Organization 
Relevant to Security, Availability, Processing Integrity, Confidentiality, or Privacy”, issued by the 
Assurance Services Executive Committee (ASEC) of the AICPA. 
 
The principles and criteria are revised from time to time. For the investigation at Customer we used 
the AICPA guide of January 1, 2018. 

1.3 Scope  
The statement provides reasonable assurance on: 

• The fairness of the presentation of the described system; 

• The suitability of the design of the control measures (type 1); 

• The operational effectiveness of the control measures (type 2). 
 
The statement is limited to the SOC2-criteria for Security and Availability. 

1.4 Object of research 
The object of investigation is the Customer system, as described in chapter 4, with the title 
“Customer’s online solution”. 
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1.5 User of report 
The intended users of an ISAE 3000 / Service Organization Control report are users 
who can understand the report’s content and its purpose. The expected knowledge includes the 
following: 

• The nature of the service provided by the service organization; 

• How the service organization’s system interacts with user entities, business partners, subservice 
organizations, and other parties; 

• Internal control and its limitations; 

• Complementary user entity controls and complementary subservice organization controls and 
how those controls interact with the controls at the service organization to achieve the service 
organization’s service commitments and system requirements; 

• User entity responsibilities and how they may affect the user entities’ ability to effectively use the 
service organization’s services; 

• The applicable trust services criteria; 

• The risks that may threaten the achievement of the service organization’s service commitments 
and system requirements, and how controls address those risks.  

 
Report users who are most 
likely to have such knowledge include: 

• Management of the service organization; 

• Management of the user entities; 

• Prospective users that have gained such knowledge in performing due diligence who intend to 
use the information contained in the report as part of their vendor selection process or to comply 
with regulatory requirements for vendor acceptance; 

• Practitioners evaluating or reporting on controls at a user entity; 

• Regulators. 

1.6 Marketing and communication 
The report is not intended to be available for the public and as such, may not be published on 
websites or other public means. 
 
The report is only intended for specified users and it is not allowed to deviate from the separately by 
2-Control indicated method on how to make generic quality statements about: 

• The system of internal control; 

• That the system of internal control has been audited; 

• That the system of internal control has been approved by an independent auditor. 
 
The directive of 2-Control on generic quality expressions states that you can explain the nature of the 
report on your website and indicate for whom the report is available and how it can be obtained. 
 
Other claims (for example that a Service Organization Control certificate has been obtained, or that 
the service organization has a system of internal control of high quality) are not permitted. 
 
These claims are incorrect, can be misinterpreted and are misleading. 
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2 Management statement of Customer 

To whom it may concern 
 
City, Month dd, 2020 
 
Subject: Management statement of Customer 
 
We have prepared the accompanying description in chapter 4 with the titled "Customer’s online 
solution" (here after called “description”). This description provides insight into the situation as of 
Month dd, 2020. 
 
The description is based on the “2018 Description Criteria for a Description of a Service 
Organization’s System in a SOC 2® Report” (AICPA, Description Criteria) extended with a paragraph 
about privacy controls. 
 
The description is intended to provide the report users information, that may be useful when 
assessing the risks arising from interactions with Customer’s system. The description has been 
prepared for the usual information needs of a broad group of users, and therefore does by definition 
not cover all aspects that each individual user considers as important. 
 
The description gives particularly information about system controls that Customer has designed, 
implemented and operated, to provide reasonable assurance that the service commitments and 
system requirements were achieved based on the trust services criteria relevant to Security and 
Availability.  
 
Customer uses subservice organization to provide hosting services. The description indicates that 
complementary subservice organization controls that are suitably designed and operating effectively 
are necessary, along with controls at Customer, to achieve Customer’s service commitments and 
system requirements based on the applicable trust services criteria. The description presents 
Customer’s controls, the applicable trust services criteria, and the types of complementary 
subservice organization controls assumed in the design of Customer’s controls. The description does 
not disclose the actual controls at the subservice organization.  
 
The description indicates that complementary user entity controls that are suitably designed and 
operating effectively are necessary, along with controls at Customer, to achieve Customer’s service 
commitments and system requirements based on the applicable trust services criteria. The 
description presents Customer’s controls, the applicable trust services criteria, and the 
complementary user entity controls assumed in the design of Customer’s controls. 
 
We confirm, to the best of our knowledge and in all conscience, that 

• The description gives, in accordance with the description criteria, a true and fair view of 
Customer’s online solution that was designed and implemented throughout the period Month dd, 
2020 until Month dd, 2020, and that all relevant changes to the system during this period are 
covered by the description; 

• The controls, stated in the description, were suitably designed and operated effectively 
throughout the period Month dd, 2020 until Month dd, 2020, to provide reasonable assurance 
that our service commitments and system requirements would be achieved based on the 
applicable trust services criteria for Security, Availability and Privacy. 

 
Customer 
{Name}  {function} 
{date} 
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3 Independent service auditors’ assurance report 

To management of Customer 
Address 
Postcode City 
 
Below you find our independent service auditor’s assurance report. 

3.1 Scope 
We have been engaged to obtain reasonable assurance and report on: 

• The description included in chapter 4 with the titled "Customer’s online solution" (here after 
called “description”) and; 

• The suitability of the design and the operational effectiveness of controls throughout the 
period Month dd 2020 until Month dd, 2020, to meet the criteria for Security and Availability 
principles, as set out in the AICPA guide “SOC 2® Reporting on an Examination of Controls at a 
Service Organization Relevant to Security, Availability, Processing Integrity, Confidentiality, or 
Privacy” (version January 1, 2018). 

 
The last examination is performed on Month dd, 2020.  

3.2 Scope limitation 
With regard the Security and Availability principles the COSO Principle 2 (CC1.2) was excluded from 
the examination. Customer does not have a board of directors nor is it obliged to have one. 

3.3 Other information provided by Customer 
The information included in chapter 6 is presented by Customer’s management to provide additional 
information and is not part of the description and has not been subjected to the procedures applied in 
the examination of the description, the suitability of the design of controls, and the operating 
effectiveness of the controls to achieve Customer’s service commitments and system requirements 
based on the applicable trust services criteria. 

3.4 User-entity controls 
The description indicates that complementary user entity controls that are suitably designed and 
operating effectively are necessary, along with controls at Customer, to achieve Customer’s service 
commitments and system requirements based on the applicable trust services criteria. The 
description presents Customer’s controls, the applicable trust services criteria, and the 
complementary user entity controls assumed in the design of Customer’s controls. Our examination 
did not include such complementary user entity controls and we have not evaluated the suitability of 
the design or operating effectiveness of such controls. 

3.5 Sub-service Organization’s Responsibilities 
Customer uses service organizations (sub-service organizations) to provide hosting services. The 
description indicates that complementary subservice organization controls that are suitably designed 
and operating effectively are necessary, along with controls at Customer, to achieve Customer’s 
service commitments and system requirements based on the applicable trust services criteria.  
 
The description presents Customer’s controls, the applicable trust services criteria, and the types of 
complementary subservice organization controls assumed in the design of Customer’s controls. The 
description does not disclose the actual controls at the subservice organization.  
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Our examination did not include the services provided by the subservice organization, and we have 
not evaluated the suitability of the design or operating effectiveness of such complementary 
subservice organization controls. 

3.6 Customer’s responsibilities 
Customer is responsible for its service commitments and system requirements and for designing, 
implementing, and operating effective controls within the system to provide reasonable assurance 
that Customer’s service commitments and system requirements are achieved.  
 
Customer has provided the accompanying assertion titled "Management statement of Customer" 
(assertion) about the description and the suitability of the design of controls stated therein. Customer 
is also responsible for: 

• Preparing the description and assertion, including the completeness, accuracy, and method of 
presentation of the description and assertion;  

• Providing the services covered by the description;  

• Selecting the applicable trust services criteria and stating the related controls in the description;  

• Identifying the risks that threaten the achievement of the service organization’s service 
commitments and system requirements. 

3.7 Service Auditor’s Responsibilities 
Our responsibility is to express an opinion on the description and on the suitability of design of 
controls stated in the description based on our examination.  
 
We conducted our assurance engagement in accordance with Dutch Law and the International 
Standard on Assurance Engagements Standard 3000, ‘Assurance Engagements other than Audits 
or Reviews of Historical Financial Information’ established by The International Auditing and 
Assurance Standards Board (IAASB).  
 
We have complied with the independence and other ethical requirements of the Code of Ethics 
(‘Reglement Gedragscode’) issued by NOREA, the Dutch IT-Auditors institute, which is founded on 
fundamental principles of integrity, objectivity, professional competence and due care, confidentiality 
and professional behavior. 
 
2-Control B.V. applies the NOREA Standard on Quality Control (“Reglement Kwaliteitsbeheersing 
NOREA – RKBN”), and accordingly maintains a comprehensive system of quality control including 
documented policies and procedures regarding compliance with ethical requirements, professional 
standards and applicable legal and regulatory requirements. 
 
All these directives require that we plan and perform our examination to obtain reasonable 
assurance about whether, in all material respects, (1) the description is presented in accordance 
with the description criteria and (2) the controls stated therein were suitably designed and 
operated effectively to provide reasonable assurance that the service organization’s service 
commitments and system requirements were achieved based on the applicable trust services 
criteria.  
 
We believe that the evidence we obtained is sufficient and appropriate to provide a reasonable basis 
for our opinion. 
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An examination of the description of a service organization’s system, the suitability of the design of 
controls and the effectiveness of the controls, involves the following: 

• Obtaining an understanding of the system and the service organization’s service commitments 
and system requirements; 

• Assessing the risks that the description is not presented in accordance with the description 
criteria and that controls were not suitably designed; 

• Performing procedures to obtain evidence about whether the description is presented in 
accordance with the description criteria; 

• Performing procedures to obtain evidence about whether controls stated in the description were 
suitably designed to provide reasonable assurance that the service organization achieved its 
service commitments and system requirements based the applicable trust services criteria; 

• Testing the operating effectiveness of controls stated in the description to provide reasonable 
assurance that the service organization achieved its service commitments and system 
requirements based on the applicable trust services criteria; 

• Evaluating the overall presentation of the description. 

3.8 Inherent Limitations 
The description is prepared to meet the common needs of a broad range of report users and 
therefore does by definition not cover all aspects that each individual user considers as important to 
meet their informational needs. 
 
There are inherent limitations in in the effectiveness of any system of internal control, including the 
possibility of human error and the circumvention of controls. Because of their nature, controls may 
not always operate effectively to provide reasonable assurance that the service organization’s 
service commitments and system requirements are achieved based on the applicable trust services 
criteria. Also, the projection to the future of any conclusions about the suitability of the design and 
operating effectiveness of controls is subject to the risk that controls may become inadequate 
because of changes in conditions or that the degree of compliance with the policies or procedures 
may deteriorate. 

3.9 Matters giving rise to modification of opinion 

3.9.1 Scope limitation related to operating effectiveness of controls 
… 

3.9.2 Scope limitation related to suitability of design of controls 
… 
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3.10 Opinion 
Our opinion has been formed on the basis of the matters outlined in this report. In our opinion, in all 
material respects, except for the possible effects of the matters giving rise to the modification: 

• The description presents Customer’s system that was designed and implemented throughout the 
period Month dd 2020 until Month dd, 2020, in accordance with the description criteria. 

• The controls stated in the description were suitably designed throughout the period Month dd 
2020 until Month dd, 2020, to provide reasonable assurance that Customer’s service 
commitments and system requirements would be achieved based on the applicable trust 
services criteria, if its controls operated effectively throughout that period, and if the subservice 
organization and user entities applied the complementary controls assumed in the design of 
Crunch’s controls throughout that period; 

• The controls stated in the description operated effectively throughout the period Month dd 2020 
until Month dd, 2020, to provide reasonable assurance that Customer’s service commitments 
and system requirements were achieved based on the applicable trust services criteria, and if 
the subservice organization and user entities applied the complementary controls assumed in 
the design of Crunch’s controls throughout that period. 

 
NAME INDEPENDEND IT AUDITOR 
 
Month dd, 2020 
2-Control B.V. 
Haagse Markt 1 
4813 BA Breda 
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4 Customer’s online solution 

See Description Criteria 
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5 The principles, criteria and performed tests 

See below the used criteria for the Security and Availability principles, as set out in the AICPA guide “SOC 2® Reporting on an Examination of Controls at a 
Service Organization Relevant to Security, Availability, Processing Integrity, Confidentiality, or Privacy” (version January 1, 2018), including the performed tests. 
 

TSC Ref. # Criteria Description of  Service Organization’s Controls Service Auditor’s Tests of Controls  Findings 

CC1 CONTROL ENVIRONMENT       
CC1.1 COSO Principle 1: The entity demonstrates a 

commitment to integrity and ethical values. 
…   

CC1.2 COSO Principle 2: The board of directors 
demonstrates independence from management 
and exercises oversight of the development 
and performance of internal control. 

…   

… …    
CC2 COMMUNICATION AND INFORMATION     

… …    
CC3 RISK ASSESSMENT     

… …    
CC4 MONITORING ACTIVITIES    

… …    

CC5 CONTROL ACTIVITIES     

… …    

CC6 Logical and Physical Access Controls    

… …    

CC7 System Operations    

… …    
CC8 Change Management     

… …    
CC9 Risk Mitigation    

… …    
A ADDITIONAL CRITERIA FOR AVAILABILITY    
… …    
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6 Other information provided by Customer 

The auditor one deficiency in our internal controls. Below we react to this finding in the following way:  

• Results of any further investigation to the effects of this finding; 

• Measures taken to minimize the (future) effects of this finding; 

• Planned (re)design of internal controls.  
 
 
 


